Wireless Networking

Part three
Linux and Wireless Security
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Secure your network

u Id you put a sign like this outS|de your

_Free Iflternet access
JEE fr1y dowm]oad llowance
Fickernalls at my expense and risk
=Corme and access my files and docurnents

® No? Then secure your wireless network
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Insecure Measures™
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. broadcasting the SSID
asual hackers cannot identify your network

VA AC address fi iltering

—

-ti_' OnIy allows known devices onto network

— Easy to ‘spoof MAC address
~—  —"'Spoofer is inside your firewall
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More b***y acronyms

e sl s

me familiar ones (or not):
802.11 , WEP, WPA
sSome even less familiar:

—
-

_- PSK, TKIP, 802.11i, 802.1x

—
—

~—  —EAP, LEAP, RC4, AES
' — Michael, MIC
— And so on
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BasiC Security

able on every Router/Access Point and
Iess adapter

ed Equivalent Privacy (WEP)
SUp to four security keys defined

— R

— & Only one in use at a time
- ® Manual, co-ordinated change
@ Key length
— 64 bits (really 40), or
— 128 bits (really 104)
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WEP Risks

> are short
28 bits are better
Encryption algorithm not very secure
= Brute force guessing possible
-' ~Esers rarely change keys
— & Packet sniff ing
— Hacker can work out key

¢ Still much better than nothing
— Risk not high for home network
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WEP"Example

EP definition on router

Authentication & Encryption

This page allows you to configure the setting of network authentication and data

encryption.

| 12B-bit ;]

| 64-bit =]

| 64-bit ;]

| 64-bit ;I

J Mpply

% Cancel ||
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WEP Example
(Ubﬁntu)

Connection

Interface narme; rag

Enable this connection

Wrireless settings

Metwork name (ESSID):  |[MNSLIG | -

]
Kew tvpe: [Plain (AsCl) > ]
|

WEP key: [:h:-lc-l-=+n+n+=-+=|-=-|cm1

Connection settings

Configuration: I DHCP = ]

IP address:
Subrnet mask:

SGateway address:

| @ e |
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_Next Level - WPA

I Protected Access
Really an interim measure
'wo levels

—Personal simpler to implement

--"".h-"_ =

_,5' — Enterprise — more complex and more secure
- ® Eliminates most WEP risks

® Not supported by older devices and/or
some Linux drivers
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WPA Personal

nded for Home/SOHO users
es a pre-shared key (PSK)

— —

| 'Iements the Temporal Key Integrity
— Protocol (TKIP)
~ @ Fairly simple to implement

® Only some Linux drivers have native
support
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nplementing WPA - Personal

CK your adapterlrouter/access pdmt to make
e WPA is supported

ad out if your Linux driver has native support
or WPA PSK/TKIP

_-i‘_' e.g. the rt2500 driver has support

— s If supported, use distro. network definition or
iwpriv command set

— Examples follow
® |f no native support, all is not lost
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blementing WPA — Personal - 2

°A definition on a router

==

- Wireless

= Authentication & Encryption

= e

This page allows you to configure the setting of network authentication and data
encryption.

=
—_——
o —
—

I Passphrase nv_i

Confirm WPA Pre-Shared Key | S
WPA Group Rekey Interval | B3] ‘seconds
'Encryption Type | TkiP ¥

S ApDly |'s¢ Cancel
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—
plementing WPA — Personal - 3

ng the iwpriv commands
fodprobe rt2500 # may not be needed
iwconfig ra0 essid NSLIG channel 6 mode

e
.ﬂ -

- managed

| I _...- —
- 5_ Aﬂ'
_|=

—iwpriv ra0 set AuthMode=WPAPSK
— =iwpriv ra0 set EncrypType=TKIP
— iwpriv ra0 set WPAPSK="Hello Sailor”
—dhcped -t 10 -d ra0
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ver does nothave full support?

gre is a further support program called
Wpa_supplicant
_-5 kes over the functions of iwconfig and
- “handles security

=@ Needs a configuration file to tell it what to
~ do about security

¢ Example follows
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‘Wpa_supplicant ex%r?ple

ration file:
srface=/var/run/wpa_supplicant

r =

Sid="NSLIG"
Eproto=WPA

key  mgmt=WPA-PSK

B = S _palr\lee—TKIP
= -group=TKIP
= ~ psk="Hello Sailor”
——

— Commands
— modprobe rt2500 # may not be needed

— wpa_supplicant -i ra0 -D wext -c /etc/wpa.conf -B
— dhcped -t 10 -d ra0

'...-—--
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Vhat’'s so smart about WPA

S your key as the basis for an encrybted version
| changes for each packet

ates a new internal key each time a wireless
|on associates (joins) and after set interval

e keys are longer — more difficult to break
~ — Up to 64 hex digits
— Years before repeat

— If using a passphrase, more than twenty characters
recommended

® “Hello Sailor” wouldn't cut it
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hy is WPA only “interim”

full implementation uses a changgd "
ryption program

A uses the RC4 encryption algorithm
Known weaknesses

__E?WPAZ (the full implementation)

:‘ - — Uses the Advanced Encryption Standard (AES)
algorithm

— Computationally intensive
® Not all current equipment has enough compute power
® Only some routers/access points/adapters support WPA2
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hat about WPA — Enterpnse

cts a separate server for encryptlon

Jalled a Remote Authentication Dial-in User Service
i R adlus)

- C overs authentication, authorisation and

—= o — _:-"‘1.

~:-__-..'* ~accounting
~ & Meets the 802.1x standard
| — Uses AES, and Extensible Authentication Protocols

(EAP, PEAP, LEAP)

® Heavyweight tool for home networking



Summary ‘

sible to test a wireless network unsecured
O not leave your wireless network unsecured
nless you understand and accept the risks

== ;_WEP not highly secure, but widely available and
—(ritlcr better than nothing

- WWPA more secure, but check if your
adapter/router/access point/distro./driver all
support it

:
-
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