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Random Bytes

md5 checksums.

Used to check the integrity of a file using an MD5 (128 bit) checksum.
The sums are computed as described in RFC 1321.

eg/.

 $ md5sum test.txt
 9b2e0f300cb90d1f6e8ed056e4261010  test.txt

 
Use an editor to add only 1 space at beginning of file, and run md5sum again.
The generated checksum will be quite different.
 
We can make a checksum file quite easily.

 $ md5sum test2.txt > test2.txt.md5sum
 
This gives a one line file with contents something like ..

 672fe2f40d328cd3686878a97b299616  test2.txt
 
 then use the command 
 

 $ md5sum ­c test.txt.md5sum
 test.txt: OK

Usefull for checking large files, eg/. isos of linux distros, where checksum files are usually 
available from the download sections of the distro's website.



Tips and tricks with .rpm packages. (Fedora, CentOS etc)

GPG keys

Determine which GPG public keys are installed ...

$ rpm ­qa gpg­pubkey*
gpg­pubkey­e8562897­459f07a4

To get details about this key, use

$ rpm ­qi gpg­pubkey­e8562897­459f07a4
Name        : gpg­pubkey                   Relocations: (not relocatable)
Version     : e8562897                          Vendor: (none)
Release     : 459f07a4                      Build Date: Thu 16 Apr 2009 08:52:53 PM EST
Install Date: Thu 16 Apr 2009 08:52:53 PM EST      Build Host: localhost
Group       : Public Keys                   Source RPM: (none)
Size        : 0                                License: pubkey
Signature   : (none)
Summary     : gpg(CentOS­5 Key (CentOS 5 Official Signing Key) <centos­5­key@centos.org>)
Description :
­­­­­BEGIN PGP PUBLIC KEY BLOCK­­­­­
Version: rpm-4.4.2.3 (NSS-3)
=o/Mx-----END PGP PUBLIC KEY BLOCK-----

$



Using rpm to check the integrity of packages

For example, you want to check the integrity of the cups package

$ rpm ­qa | grep cups
cups­1.3.7­8.el5
cups­libs­1.3.7­8.el5
hal­cups­utils­0.6.2­5.2.el5
libgnomecups­0.2.2­8

Having confirmed the name of the cups package, use the verify option

$ rpm ­­verify cups­1.3.7­8.el5
..?.....  c /etc/cups/classes.conf
..?.....  c /etc/cups/printers.conf
..?.....    /usr/lib/cups/backend/ipp
..?.....    /usr/lib/cups/backend/lpd
..?.....    /usr/lib/cups/backend/serial
$

 The  format  of  the  verify output  is  a  string of 8 characters, a possible
 attribute marker from the package header, followed by the file name.

This output is interpreted as follows ..

1) The 8 character string:
       Each  of  the  8 characters  denotes  the  result of a comparison of attribute(s) of the
       file to the value of those attribute(s) recorded in  the  database.   A
       single "." (period) means the test passed, while a single "?" (question
       mark) indicates the test could not be performed (e.g. file  permissions
       prevent  reading).  Otherwise,  the (mnemonically emBoldened) character
       denotes failure of the corresponding --verify test:

     S file Size differs
   M Mode differs (includes permissions and file type)
   5 MD5 sum differs
   D Device major/minor number mismatch
   L readLink(2) path mismatch
   U User ownership differs
   G Group ownership differs
   T mTime differs

2) The attribute marker:

c %config configuration file.
d %doc documentation file.
g %ghost file (i.e. the file contents are not included in the package pay load).
l %license license file.
r %readme readme file.

3) The full file name.

You will usually need to run this command with root privileges for the results to be 
accurate.

$ su -
Password: 
#  rpm --verify cups-1.3.7-8.el5
# 



Freeing up disk space.

You can often use the package manager to remove superfluous packages stored in cache, 
freeing up disk space)

rpm does not appear to have this facility, but other package managers do.

For example, the yum package manager stores downloaded package files (*.rpm) in
/var/cache/yum directory tree, and the command 

# yum clean packages

will remove downloaded packages that have been installed or updated.

Tips and tricks with .deb packages. (Ubunutu, Debian etc)

Checking package integrity

If we run synaptic, there is no diagnostic option to check the package integrity, although
there is the menu item 

Edit ­> Fix broken packages.

Note that there is a status line at the bottom of the synaptic screen which show the 
number and status of available/installed packages, eg/.

25142 packages listed, 1274 installed, 0 broken, 0 install/upgrade, 0 remove

Note: You cannot run synaptic and an apt-get shell command which accesses the package 
database at the same time – you will get error message something like ...

E: Could not get lock /var/lib/dpkg/lock ­ open (11 Resource temporarily unavailable)
E: Unable to lock the administration directory (/var/lib/dpkg/), is another process using it?

To get a list of installed packages, use dpkg

$ dpkg ­l | more         

Note: use a wide console for ease of reading.

To check for package problems ..

 # apt­get check [package name]

To reclaim some disk space - check /var/cache/apt/archives.  If there are many packages 
and you have no package problems listed, and updates have sucessfully completed, then 
use

 # apt­get clean

to delete the downloaded package archive contents. Note that there is a  subdirectory /var/
cache/apt/archives/partial. This holds any partially downloaded package files - when you 
next update the download will commence from where the partial download stopped.


